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Email Authentication

What is Authentication?

SMTP Authentication is a transparent mechanism for our mail server to verify who you
are. The server asks for your user name and password, which your mail program passes
on. If you are verified as being a “real” SHTC.NET user, then you’ll be able to send and
receive your email messages.

What is it used for?

In the fight to stop Spam (junkmail, Unsolicited Commercial email, etc.), the rules that
apply to mail servers acceptance of mail are getting ever stronger.

In order to set up mail clients to use SMTP Authentication, the following instructions
should be used. Basically, SMTP Authentication needs to be enabled and set up to use the
email address and password of the user in question. Below are instructions and screen
shots for the most common mail software currently in use. Simply select the email client
that you currently use from the list below. There you will find step by step instructions
on how to change your email settings.
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Email Setup Instructions:

Netscape 7.1
Step 1:

Open the Netscape mail software, then go to Edit -> ‘Mail & Newsgroups Account
Settings’, as pictured below in Fig 1.

ks . - [etscape v

le |Edit Yiew Go Message Tools Window Help
Undo b2
™ Redo ChrlY
Cut Chr 4
f:_'f'l"':-" :'f,- e
Paste
Delete Folder
Select 2

Find in This Message rH-F
Find Again CtrliG

Find Prewvious triH-Shift+G

Find Links &s You Type X
Find Text As You Tyvpe !

Folder Properties. ..

Mail & Mewsgroups Account Sekkings. ..

Preferences...

Fig 1.
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Step 2:

On the left hand side of the dialog box, select ‘Outgoing Server (SMTP)’ (see Fig 2).
Ensure that the Server Name is set to the correct mail server (smtp.shte.net), and check
the box that is labeled ‘Use name and password’. Enter the email address for the user in
question in the text box labeled ‘User Name’. Click ‘OK’ to apply the settings.

Mail it Hevvsgroups Account Settings

= oeErLrdoain som

5--5emer Sebkings
cnﬁﬁ%kd“ Oy ome oUkgoing server (SMTF) needs to be specified, evenif you have several mal
i~ hddressing accounts. Enter the name of the server for outgoing messages,
i Disk Space
i~Rsturn Receipts Serves Neme: | gmapLehic.net
- Security ; :l
Local Folders g
Tkgairg Server (SMTP) [#] Use name and password
Frae Wabmal Lizer Mame: | joe@shb net

Liea serure conneckion (551
(&) Bever () When svslsble () Alwers

[ 50 ndd demauriea.
[ sessparak - 7}
| . |.E-:;:||.'.'._l_'- Boeoort [

(o | ([concel | [Luep |

Fig 2.
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Eudora 6.0
Step 1:

Open Eudora, and go to Tools -> Options as in Fig 3.

indow  Help

Filters
Filter Report

Mailboxes
File Browser
Skationery
Signatures
Personalities

Task Status
Task Errors

Address Book, Chrl+L
Directory Services  ChrlHY
Link History

Skatistics

% ESP Groups

Options. ..

Fig 3.
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On the “Getting Started” screen modify or confirm that your settings are set using your
ISP domain “shtc.net” “Mail Server (Incoming) Fig 4-A and “SMTP Server (Outgoing)”

Fig 4-C
= = = = = = — —
Options B[]
Categary:
= - Reeal name:
m Joe Hew
Getting Started =
Email address:
%‘ joeigzhic.net
Cheddng Mad M i T
g mail.shic.net ‘E
Incoming Mail L b .
H&; joegishic.net
Sending Mal SMTP Server (Cutgoing):
C
%_I__"I_‘ smip.shic.net
Composing Mal Allow authentication
IntemetDiakp  [ae o [ ¢c | Helo
Fig 4

The “User Name option Fig 4-B should be set to your full email address.
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Step 2:

Select the “Checking Mail” icon on the left and confirm the following 3 areas.
A. Mail Server — confirm and change if needed. This should display the mail settings
from the previous screen.
B. User Name — Confirm and change if needed. This should be your email address.
C. Secure Sockets when Receiving — Confirm and change if needed. This option
should be set to never. If you wish to receive secure email this option can be set at
a later time.

| Options x|
Category:
M a | Mail Server:
Q | muailshic.net
Getting Started =
"""""""""""" 1| User Mame: E
@ - Cjne@shﬁc.m&t
ngMal |
Chede for mad every | 0 mirute{s)
! Dwﬁmmtanmwmm
fncamng Had ] Dot check vhen wsing battery
)
Sanding Mai
%_-.
&
Compasing Mai
[ntermak Dishs v/ I K | I' Cancel ] [ Help 'I
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Step 3:

Select the ‘Sending Mail’ icon on the left hand side. Check that the SMTP server is set to
your outgoing mail server (smtp.shtc.net). See figure 4 for the following options.
A. Email Address — confirm and change if needed. This should display the users
email address from the previous screen.
B. SMTP Server — Confirm and change if needed. Edit this entry to reflect your
domain entry.
C. Secure Sockets when Receiving — Confirm and change if needed. This option
should be set to never. If you wish to receive secure email this option can be set at
a later time.

Options !

Category:
oo [y Emiail acddress!
@ | joeigishie. net
B
v]

Getting Started Domain to add to unqualified addresses:

| 2y

Checdkdng Mail SMITF server:

EE ) smuip.shic.net

SMTF Relay Personakty: |Mone

Ircoming Mail
[+] Allowe authentication

[+] Immediate send
Sendrsg Mal [#]send on dheck
a;g [Jus= subf C fa port (587)

dhiets when Sending

coros (e
Internet Dialup lv | oK ][ Cancel ] [ Help

Fig 4.

Note:

In order for SMTP authentication to work with Eudora, it is important that the user
credentials that are entered for the POP server are set to the email address for the
username. i.e. joe@shtc.net instead of just joe.
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Outlook XP
Step 1:

Open Outlook, then go to Tools -> ‘email Accounts’ as shown in Fig 5.

et
g5 | Toals | Ackions Help
Send/Receive b LndiR
Send{Receive Settings 3
EER  Address Book...  Ctrl+Shift+B I
Find e
nal Advanced Find...  Crrl+Shift+F - |
%‘E Jrganize

[EF  Rules Wizard, .,
Mailboy Cleanup..

@ Empty "Deleted Items" Folder
Forms 3
[Macra b
Tools on the Web. ..

Speech

E-mail Accounts. ..

Customize. .,

Cptions, .,

and
Fig 5.

Step 2:
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When the email Accounts dialog box appears, select ‘View or change existing email
accounts, then hit ‘Next’ as shown in Fig 6.

E-mail Accounts E|E

E-mail Accounts

= —

You can change the e-mail accounts and directories that Outlook uses,

E-mail
" add a new e-mail account

% View or change existing e-mall accounts

Directory

" Add a new directory or address book
T ¥iew or change existing directories or address books

| Mest » I

Close

Fig .
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Step 3:

When the dialog box with your email account(s) list comes up, select the account in
question, and then click ‘Change’ as shown below in Fig 7.

Esmail Accounts

[§ E-mail Accounts
You can select an account and changs ks settings or remave &,
- |
Cutlook processes e-mail for these acoounts in the Following order:
[Hame l Type
mail shie.net POP/SHIP {(Default)
3 Tave L
& i Mo Diowin
i
Dieliver rew e-mal bo the Following location:
A [persondl Foidecs =] MewoOutookbatarle... |
n
3 fal
- cBack | Frish Cancel
Fig 7.
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When the screen for your email account comes up, ensure that the “Server Information”
for “Incoming mail server (POP3)” (mail.shtc.net) and “Outgoing Mail Server (SMTP)”

(smtp.shte.net) are set to the correct mail

server Fig §8-B.

In the “Login Information™ area change the “User Name” to use your entire email address

not just the user name Fig8-A

E-mail Accounts

[l internet E-mail Settings (POP3)

5
User Information

Each of these settings are required to gek vour e-mail account working.

Server Information
four Mams; [ Joe Younghlood ing mail server (POR3): [ mail.zhic.net
E-mail Address: | joe@Eshic.net Qubgoing mail server (SMTR): | smip.shic.net

ogon Information

UserName: | joe@shic.net

Password: i +
M
pass

i

[ Remember

st Settings

Feer Filing out the information on this =
e you best your zocount by dicking the b

belove, (Requres network conneckion)

Tesk Siccount Settings ... |

[ Lowg o using Secure Passward
Authentication (SPA}
16

3

< Back | I Cancel |

Fig 8.

The options under “User Information” is the email address that the person that you are
sending email to will see as the from person. This information does don’t have any affect

on the login details to the email account.

Once the detail above are confirmed then select the button in the lower right hand corner

labeled ‘More Settings’ as shown in Fig 8.

13
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Select the tab labeled ‘Outgoing Server’ when the dialog box pictured in Fig 9. appears.
Select the box labeled ‘My outgoing server (SMTP) requires authentication.' Fig 9-A.

Next confirm that the “Use same settings as my incoming mail server” is selected like Fig

9-B.

SR g &

ty outgoing server (SMTP) requires authentication

* s same s2things as incoming mal server

" Lag on using E
User Mame:

Password: |

[T Remember password
[ Lo on using Secure Passward Authentication

" Log on ko incoming mai server before sending mail

[ o ]

Cancel

LR R

Fig 9.

By the user selecting the above options the client will use the same information to login
as to what was entered in the previous screen see figure 8. Click the “OK” button to

complete changes.

14
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Outlook Express XP
Step 1:

Open Outlook Express and go to Tools -> Accounts as shown below in Fig 10.

hok Express
o BEEES Meszage  Help
Send and Receive 4
i
' Synchronize Al
Address Book. ., Chrl+Shift+8
Message Rules k
5 ok E»
g Wlindows Messenger r
Accounts. ..
s Options...

| Tkems |

Fig 10.
Step 2:

When the ‘Internet Accounts’ dialog box appears, make sure the ‘Mail’ tab is selected, then
highlight the account that you would like to change. Click the button labeled ‘Properties’.

Ewport...

=T = & ~ L vy M
= =l Fi
Internet Accounts [ﬂfz|
Al Mail | Mews = Diectoy Service 4dd L3 =
: Account Twpe Conrechan Rermove
S| | CETEEITETTI el (defaul) Any Awvailable ,
ans -
o

Fig 11.

Step 3:
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When the ‘Properties’ tab appears, make sure the ‘Servers’ tab is selected. Ensure that
the Outgoing Mail Server is set to the correct mail server (smtp.shtc.net). Select the box
at the bottom of the dialog box labeled ‘My server requires authentication’, then hit the
button next to it labeled ‘Settings’ as shown below in Fig 12.

= |

il

.y |

a  mal yourdomain.com Properties

| General -EIETIWIT:#‘ ]Emnal:tim Secuity il .ﬁ.dvm:al:ll

(S
Ed)

| Semver Infaimation
|

: My incoming mal server iz a SEIvEL

Incorming mail FOP3} | mailshic.net |

Outgeing mail (SMTPE | smip.shte.net |

Incormmg Mail Server

Account name: | joe@shic.net |

Pagsword: [sesnmune |

[] Remember pazsword

[ Log on uging Secure Passwond Authentic lion

Cutgoang kail Server

Wy zerver requines suthentic shon

[ K l I Camcel Apphy

| NN [ TNy [

| —

| 1

Fig 12:
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Step 4:

Under the heading of “Logon Information” select the option labeled User same setting as
my incoming mail server”, then click ‘OK’ as shown below in Fig 13-A.

Dutgoing Mail Server

F Lagan Infaimsatian

1) s same setlings &5 my nooming mal server
(2 Leg an using

Account nanme:

Fasswatd:

[ Remember pazzword
[] Log on wsing Secure Pazsword Authentication
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Mozilla 1.5
Step 1:

Open the Mozilla mail client, then go to ‘Edit’-> ‘Mail & Newsgroups Account Settings’
as shown below in Fig 14.

rdomsin.com - Mozilla

File | Edit  VWiew Go Message Tools  ‘Window

2 ndo -2
Redo Corl+y d
Cuk Chrl+3 i
Copy Cbr-C
Paske Chrl+y
Delete Message Dl
Seleck b
Find in This Message Chrl+-F
Find Again Chrl+G
Find Prewious Cbrl+-Shift+G
Find Links As You Type !
Find Text As You Type i
Folder Properties. ..
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When the dialog box appears, select the ‘Outgoing Server (SMTP)’ option on the left
hand side. Ensure that the ‘Server Name’ text box contains the outgoing mail server for
the account in question (smtp.shte.net). Select the checkbox labeled ‘Use name and
password’, and then enter the full email address of the user in the ‘User Name’ field. See
Below in Fig 15. Hit ‘Ok’ to apply the settings.

Hail i Hewsgroups Account Settings

E joe@shtomet
& Server SeEtings
- Copies & Folders
- Composskion & Addressing
- Dusk Space
L Pesburn Receipts
b Seowity
Local Folders

Luitgaing Server (TR

l Add Accounk...

Set as Defallt

Refinie Soooint

Outgoing Server (SMTP) Settings

Onily one cubgoing server (SMTP) needs to be specified, even ¥ vou haw
mail acoounks, Enter the name of the server for outgoing messages,

Server Name; __srritp.sl_l_tf._net
Fort: | |
Lise: name and pascword
User Hame: | josi@shte net
Uss secure connection (55L):
(%) Never () When avalable () Always

Fig 15:
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Dialer Setup Instructions:

Change Settings XP

Step 1:
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If you have the dialer Icon on your desktop then double-click the Icon. You should see

fig 15.

COnly the uer Name
was needed

Passwicad: ;mwmﬁmmumm;!

[v] Savee this user name and passvand for the following users:

O Me crly
(=} Aryone who uses this compuier

Dl | 4953000 ]
[_oa || Cecd [ Propeties [[ rep |

Fig. 15
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Now add your entire email address into the space called User name. You should see fig

16.

e
Connect YourlSP

Use the complete email address.
User name @ yourdomain.com

| joeffihtc.net
Passwaond: | T change the saved password, click heraf

[] Bave this user name and password for the following users:

i) Me only

(%) Aryona wheo usss this computer

Dial- 4983000 [2e]
[ Dl || Concet || Popetes || Hep |

Fig 16.

Establishing New Dialer XP

Step 1:

If you are not familiar with the manual setup processes for this feature please contact
your ISP technical support at 498-6600, they will walk you though the setup processes.
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